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Abstract:  
 
Since the 1980s, armed forces have undergone far-reaching changes. These changes, better 
known as the Revolution in Military Affairs (RMA), have two main aspects:  
 

1. Integration of information technologies into military hardware; 
2. Transformation of military structures so as to better take advantage of new hardware and 

deal with the new form of post-Cold War conflict.  
 

However these changes in the art of war are not found only in the armed forces of the various 
states. They are also being felt in ÒirregularÓ or non-traditional armed forces, terrorist forces 
being a flagrant example. For a number of years now, we have been seeing major changes in 
terrorist groups. Analyses of terrorism and how it works suggest that a ÒRevolution in Terrorist 
AffairsÓ (RTA) is under way. This paper looks at the ways terrorists are using information 
technologies to their advantage, and at the structural changes which have been made in terrorist 
organizations in order to better take advantage of these technologies. The purpose of the paper is 
to reveal the new threats that arise from the linkage between technology and terrorism. 
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Introduction  

The terrorist attacks of September 11, 2001 profoundly shocked the peoples of the world. The 
unprecedented scale of the attacks severely destabilized U.S. society and upset the collective 
psyche, giving rise to a feeling of generalized fear.  
 
The mass trauma was due to the fact that the 9/11 attacks were unlike traditional terrorist acts. 
ÒTerrorists appear to be more imitative then innovative, although their tactics have changed in 
response to new defensesÓ.1 The 9/11 attacks were different in that they used methods previously 
unfamiliar to most people. The methods were new and spectacular. It was this break with 
ÔroutineÕ terrorism that so upset the way in which terrorism was viewed.  
 
Among specialists in terrorism, the events of September 11 gave rise to many questions about the 
way terrorist acts are organized. Had the post-Cold War world of globalization and information 
technologies led to changes in terrorist methods? If so, what specifically were those changes?  
 
This article looks at the break with traditional terrorism, the nature of the change, and its purpose. 
The position adopted will be half way between that of Paul Wilkinson2 and that of Walter 
Laqueur.3 Wilkinson firmly believes that contemporary terrorist activities are more a matter of 
Òbusiness as usualÓ, while Laqueur sees a postmodern terrorism that is utterly different from 
tradition.  
 
While we shall not be arguing that contemporary terrorism is fundamentally different, we do 
believe that we are seeing a change in the way terrorist attacks are structured, coordinated and 
carried out. Terrorist associations are devising new combat techniques which may have some 
similarity to the Revolution in Military Affairs (RMA). Thus we are in the presence of a 
Revolution in Terrorist Affairs (RTA).  
 
The argument has four steps. We begin by defining exactly what we mean by RTA so as to 
provide an adequate conceptual framework and situate the RTA with respect to the RMA.  
 
Second, we show how terrorist organizations are using information technologies to improve the 
effectiveness of their operations, in two ways: they are able to amplify the psychological impact 
of their actions; and they have more effective means of organizing attacks and they are able to 
build a manageable macro-organizational model.  
 
Third, we look at the way contemporary terrorist structures operate. As we shall see, the 
possibilities made available by information technologies allow for hierarchical structures which 
are complex, very effective and more resistant to counter-terrorism operations. The example of 

                                                 
1 Brian M. Jenkins, ÒInternational Terrorism: The Other World WarÓ, in Charles W. Kegley Jr. (ed.), The New 
Global Terrorism: Characteristics, Causes, Controls, Prentice Hall, Upper Saddle River, 2003, p. 24. 
2 See for example: Paul Wilkinson, ÒWhy Modern Terrorism? Differentiating Types and Distinguishing Ideological 
MotivationsÓ, in Charles W. Keygley Jr., The New Global Terrorism: Characteristics, Causes, Controls, Prentice 
Hall, Upper Saddle River, 2003, p. 106-138. 
3 Walter Laqueur, ÒPostmodern TerrorismÓ, Foreign Affairs, vol. 75, no. 5, September-October 1996, p. 24-36. 
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al-Qaida will illustrate this point and give the reader a better understanding of the structural 
changes in terrorist hierarchies. 
 
Finally, we shall assess how the RTA is changing the definition of asymmetry. Not only is the 
RTA changing the way terrorist groups operate; it is also giving rise to a new form of asymmetry, 
one which exploits both the weaknesses and strengths of the opponent.  
 
 

1. From the RMA to the RTA  

During the 1990s, the armed forces of various states, notably the United States, changed their 
organizational structures in order to be able to enjoy the full potential of information 
technologies. This reorganization together with the incorporation of information technology is 
known as the Revolution in Military Affairs.  
 
Without going into detail, we may define an RMA as follows:  

This term is defined as a major change in the nature of warfare brought about by 
advances in military technology which, combined with dramatic changes in military 
doctrine and organizational concepts, fundamentally alter the character and conduct 
of military operations. Advances in military technologies do not in themselves 
constitute an RMA; rather, a ÔrevolutionÕ requires that new technologies lead to, or 
become reflected in, dramatic doctrinal and organizational change.4 

This definition can easily be applied to the changes that have been made in terrorist groups since 
the end of the Cold War.  
 
Terrorist groups have made deep-going changes in the way they operate. As a result of progress 
in creating security, attributable either to the RMA specifically or to information technologies in 
general, terrorists have found themselves operating in a more hostile ÔstrategicÕ context. To deal 
with this more difficult environment, they have had to innovate, and in rethinking their activities 
they have drawn on certain principles emanating from the technical-organizational innovations 
which have taken place.5 
 
By appropriating technological innovations in informatics and communications, terrorists have 
been able to introduce significant changes in their activities, both organizationally and 
operationally. We appear to be seeing the emergence of a genuine revolution in terrorist affairs, 
combining a major structural change with original ways of using information technology.  
 

                                                 
4 Elinor C. Sloan, ÒCanada and the Revolution in Military Affairs: Current Response and Future OpportunitiesÓ 
Canadian Military Review, Vol. 1, no. 3, Fall 2000, p. 7. 
5 According to Colin S. Gray, for an RMA to occur, there has to be a strategic challenge. A combination of strategic 
circumstances pushes people to innovate and conceptualize new ways of employing armed forces. This reasoning 
can be applied to terrorists: they too must reconceptualize their operations as security conditions change. See Colin 
S. Gray, Strategy for Chaos: Revolutions in Military Affairs and the Evidence of History, Frank Cass, Portland, 2002. 
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Thus, to paraphrase the definition of an RMA given above, we may define the RTA as a major 
change in the nature of terrorist activities brought about by advances in technology which, 
combined with dramatic changes in the objectives of terrorists and their organizational culture, 
fundamentally alter the character and conduct of terrorist operations. 
 
These changes have allowed terrorist organizations to respond, with ever greater effectiveness, to 
the new challenges of the international security situation: a system which is both more porous 
thanks to globalization, and at the same time more secure thanks to new technological tools. First, 
use of information technologies has increased the effectiveness of terrorist operations; and 
second, these same technologies have made it possible for terrorists to change their hierarchical 
structures in order to be able to escape from the authorities. 
 

2. Use of information technologies by terrorists  

Information technologies amplify terror  
From an operational point of view, one of the most obvious advantages for terrorist groups of 
using information technology is that it facilitates the manipulation of information. More 
specifically, the technology allows terrorists to use media coverage of their attacks to their own 
advantage.  
 
The purpose of terrorism, as we know, is to create fear in peopleÕs minds. The media play a very 
important role in this regard.6 By projecting and disseminating images of terroristsÕ acts and their 
victims, the media help terrorists by giving them the publicity they seek.7 As the images are 
retransmitted over several media chains, journalists hammer the minds of citizens with symbols 
that inspire fear. The rapid rise of information technology has multiplied this effect 
exponentially. Journalists can now send their images across the world instantly, giving viewers a 
live experience of the trauma of terrorist attacks.  
 
Another factor is that journalists no longer enjoy a monopoly on information. The Internet has 
democratized the ability to disseminate imagery and content. ItÕs easy to create a Web site and 
put information on line, and this has made a big change in the influence of individuals or small 
groups of individuals when it comes to circulating images that evoke fear.  
 
 
 
 
 
 
 

                                                 
6 See Pippa Norris, Montague Kern and Marion Just (ed.), Framing Terrorism: The News Media, the Government, 
and the Public, Routledge, New York, 2003, 329 p. 
7 As Cindy C. Combs notes, it matters little to terrorist groups whether publicity is positive or negative. What they 
seek above all is to come out of the shadows, make themselves known, and make their demands known to the public. 
See Cindy C. Combs, Terrorism in the Twenty-First Century, Prentice Hall, Upper Saddle River, 2003. 
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The most striking example is the Daniel Pearl affair. This American journalist was kidnapped on 
January 23, 2002 in Karachi, Pakistan, by a group calling itself the National Movement for the 
Restoration of Pakistan. He was decapitated by his kidnappers on January 29 or 30, 2004. Not 
only did the kidnappers use the Internet to convey their demands to the U.S. Government8, but 
also the video showing the decapitation appeared on the Internet very soon after it occurred, 
causing a worldwide storm of indignation.  
 
Thus the terrorists used some fairly simply toolsÑ computers and computer applicationsÑ to get 
publicity for themselves. Unlike the case with traditional methods of propaganda, they did not 
need to wait for journalists to present their misdeeds to the world. By disseminating images of the 
execution of Daniel Pearl, they were able to create a psychological effect even before their 
violent acts were reported in the media. The media were simply repeating and amplifying. This 
demonstrates clearly how digital technologies serve to extend terror.9 
 
Then there is the more recent case of Nick Berg. By disseminating images of his decapitation at a 
Web site, the terrorists of the Abu Mussab Al-Zarqawi group were able to draw on the 
networking potential and multiplying effect of the Internet. In very short order, images of the 
execution were available around the world10. They were taken up by the media and instilled a 
sense of fear in people.  
  
Thus terrorists themselves can now be the principal disseminators of their campaigns of terror. 
By placing images inspiring fear on the Internet, they use information technology to extend the 
reach of that fear.  
 

Terrorist groups and cyberplanning  
Another key tool which information technology provides to terrorists is cyberplanning. This 
consists in using technologyÑ mainly the Internet, but also cell phones and instant text 
messagingÑ to manage a groupÕs activities. Cyberplanning has five benefits for terrorist 
organizations: 

1. Members of one or more terrorist networks can keep in touch with each other. Internet 
sites serve as discussion portals or allow terrorists to exchange information11 secretly12 
through steganography13 or cryptology14. 

                                                 
8 The terrorists had used MicrosoftÕs Hotmail service, opening an email account under the name 
kidnapperguy@hotmail.com. This account hosted the conversations between the kidnappers and the U.S. 
Government. 
9 See for example http://www.wordiq.com/definition/Daniel_Pearl (page viewed Sep 1, 2004) 
10 The file was downloaded tens of thousands of times and placed on other Internet sites. It topped search engine lists 
for days.  
11 The Internet site http://www.jihadunspun.net is strongly suspected by U.S. authorities of providing Islamist 
terrorists with a quick and efficient means of communicating. At the time of writing, the site contained a 13-minute 
message from Osama bin Laden.  
12 The site https://www.spammimic.com/ makes it possible to encrypt a message so that it looks like spam. 
Recipients will have the impression that it is simply junk mail.  
13 Steganography conceals one e-document inside another, for example a text message inside an image. This greatly 
complicates interception of illegitimate files, especially if the concealed document is also encrypted.  
14 Cryptology encodes a message using algorithms, making them incomprehensible to anyone who does not have the 
decipherment key. 
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2. Funds can be collected electronically, via donations or via the sale of merchandise.15 
3. Command and control of operations is very effective. 

Command and control on the Internet is not hindered by geographical distance, or 
by lack of sophisticated communications equipment. [É] Terrorists can use their 
front organizations to coordinate such attacks, to flood a key institutionÕs e-mail 
service (sometimes as a diversionary tactic for another attack), or to send hidden 
messages that coordinate and plan future operations.16 

The Internet, and information technologies more generally, make it easy to coordinate the 
activities of a terrorist organizations, in quasi-anonymous fashion. 

4. Recruiting is made easy. In the past, a terrorist group that wanted to make itself and its 
ideas known and recruit on a large scale had to make major attacks and thus attract media 
attention. Today, through the use of a Web site, a worldwide audience can be reached 
without the need for an attack. The Internet represents a very effective marketing tool:  

Individuals with sympathy for a cause can be converted by the images and 
messages of terrorist organizations, and the addition of digital video has reinforced 
this ability. Images and video clips are tools of empowerment for terrorists. More 
important, Net access to such products provides contact points for men and 
women to enroll in the cause, whatever it may be.17 

The Internet also requires very little by way of resources. The cost-benefit ratio is very 
much a positive one for these organizations.  
 
Terrorist networks are currently using the Internet to recruit. Jessica Stern points out for 
example that: 

[É] according to U.S. government officials, al Qaeda now uses chat rooms to 
recruit Latino Muslims with U.S. passports, in the belief that they will arouse 
less suspicion as operatives than would Arab-Americans.18 

This is an excellent example, showing how the Internet is an effective tool for reaching 
potential new members throughout the world.  
 

5. Finally, the Internet offers terrorists the undeniable advantage of being a very important 
source of information on potential targets. We know that 80% of the data used by 
intelligence agencies now come from open sources19, and it is reasonable to think that 

                                                 
15 Terrorist activities are known to be funded partly through the sale of child pornography over the Internet. See: 
Jacky Rowland, Russia is 'major child porn source' at http://news.bbc.co.uk/1/hi/world/europe/2543717.stm (page 
viewed Apr 26, 2004) 
16 Timothy L. Thomas, ÒAl Qaeda and the Internet: The Danger of ÔCyberplanningÕ Ó, Parameters, Vol. 33, no. 1, 
Spring 2003, p. 117. 
17 Ibid., p. 118. 
18 Jessica Stern, ÒThe Protean EnemyÓ, Foreign Affairs, Vol. 82, no. 4, July-Aug 2003, p. 35. 
19 Bruce D. Berkowitz and Allan E. Goodman, Best Truth: Intelligence in the Information Age, Yale University 
Press, London, 2000, p. 78  
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terrorist organizations may be functioning in the same way. Information available on the 
Internet reveals targets which are at risk, and the terrorists can then choose those which 
are of greatest value to them.  

 
One of the best examples of cyberplanning is the attacks in Madrid perpetrated by the al-Qaida 
nebula in April 2004. Not only was the attack planned on the WebÑ more specifically, in chat 
groupsÑ but the consequences (withdrawal of Spanish troops from Iraq) had also been planned 
by the organizers.20  
 
By using the most modern methods of communication, al-Qaida was thus able to foment an 
attack without organizing a physical meeting of members. Indeed, since the invasion of 
Afghanistan, al-Qaida has come to rely almost entirely on the Web for organizing purposes: Òal-
Qaeda is moving between 50 different Web addresses and has set up what they call online 
training campsÉÓ21. E-organizing has the advantage of avoiding large amounts of travel for 
members of the group, and thus increases their chances of avoiding detection by security 
authorities. Also, the Internet is a fairly anonymous place, and this makes it easy to establish 
effective communication among different cells.  
 
The trend toward cyberplanning is seen in the number of Web sites belonging to terrorist groups, 
for example:22  

¥ Hamas : 
o http://www.hamas.org (1998) 
o http://www.palestine-info.net/hamas.index.htm (1998) 
o http://www.palestine-info.com/index_e.htm (2002) 
o http://www.qassam.org (2002) 

¥ Hezbollah : 
o http://www.hizbollah.org (1998, 2002) 
o http://www.moqawama.org (1998) 
o http://www.moqawama.tv (2002) 
o http://wwwalmanar.com.lb (2002) 

¥ PKK : http://www.pkk.org (1998 and 2002) 
¥ PFLP : http://www.pflp-pal.org/about.html 
¥ Islamic Movement of Uzbekistan: http://www.ummah.net/uzbekistan  

The fact that terrorist groups with a radical Islamic ideology are making full use of the Internet to 
communicate demonstrates the extent of this phenomenon of cyberplanning.  
 
 
 
 
 

                                                 
20 In this regard, see: Douglas Frantz, Josh Meyer and Richard B. Schmitt, Cyberspace Gives Al Qaeda Refuge, at 
http://news.yahoo.com/news?tmpl=story&u=/latimests/20040815/ts_latimes/cyberspacegivesalqaedarefuge (page 
viewed Aug 31, 2004) 
21 Kevin Anderson, Militants weave web of terror at: http://news.bbc.co.uk/2/hi/technology/3889841.stm (page 
viewed Sep 3, 2004) 
22 See: Yariv Tsfati and Gabriel Weimann, Òwww.terrorism.com: Terror on the InternetÓ, Studies in Conflict and 
Terrorism, Vol. 25, no. 5, 2002, p. 317-332. 
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3. Networking of terrorist activities 

One of the difficulties facing political authorities is organizational changes in terrorist groups. An 
outstanding feature of these groups is that their organizational structure follows MetcalfeÕs Law, 
which says that the usefulnessÑ or utilityÑ of a network is proportional to the square of the 
number of users.23 
 
In social terms, this means that if people interact in pursuit of a common objective, their 
capabilities will increase many times over. For example, three terrorists cooperating in isolation 
from each other may be harmful, but they will be much more harmful if they work together.  
 
Studies by David Rondfelt and John Arquilla24 appear to confirm this trend toward the 
networking of terroristsÕ organizational structures. They found that more and more, terrorist 
groups are turning to four types of network structure, each having important variants. As we will 
see below, each type has advantages and disadvantages. Depending on the model adopted, the 
networkÕs nodes differ in function and strategic importance.25 
 
The critical nodes are those representing the top of the decision-making hierarchy of a terrorist 
group. While not indispensable, they do form the strategic foundation for the group, the place 
where the most important decisions are made about actions currently under way or upcoming.  
 
At the sensitive nodes are members who in some respects come under the ÔleadersÕ, especially 
with regard to ideology, but who also may well direct most of the groupÕs activities, and they 
may do so autonomously. They are the Ômiddle managersÕ, who look after training, recruitment 
and day-to-day management of the organization.  
 
The operational nodes of the network represent the ÔsoldiersÕ. They plan the tactics they will use 
and carry out attacks. They are the ÔfaceÕ of the organization. They may share responsibility for 
tasks with the Ômiddle managersÕ, in relation to arms acquisition, financing, recruitment and so 
forth. The degree to which this is the case varies with the structure the group has adopted and it 
also varies with the individual group.26  
 
Let us now look at the four types of network structure. 
 

                                                 
23 Charles Boyd, Metcalfe's Law, at: http://www.mgt.smsu.edu/mgt487/mgtissue/newstrat/metcalfe.htm (page 
viewed Sep 3, 2004) 
24 John Arquilla and David Rondfeldt, Networks and Netwars: The Future of Terror, Crime, and Militancy, RAND 
National Defense Institute, Santa Monica, 2001. 
25 A similar typology is provided by Jacques Baud in La guerre asymŽtrique ou la dŽfaite du vainqueur, Du Rocher, 
Paris, 2003, p. 55. However we do not agree with BaudÕs analysis. He treats critical and sensitive nodes in 
Clausewitzian terms, seeing them as Ôcentres of gravityÕ, and thus implying that they are organizational weak points. 
This analysis cannot be completely rejected but it is faulty. ClausewitzÕ formulation was based on a classic military 
vision, where the organizational structure is a rigid military hierarchy. However terrorist organizations differ from 
armies precisely in that they use flexible organizational structures that can maintain operations despite assaults on 
their Ôcentres of gravityÕ.  
26 For example, the IRA delegates fewer responsibilities to junior members than does al-Qaida. 
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The four network structures  

Chain  
The chain structure resembles a traditional pyramid hierarchy. ItÕs a linear structure in which the 
top (representing the heads of the organization) and the bottom (representing the doers) are 
separated by nodes representing members who disseminate information and relieve the head of 
certain responsibilities.  
 
This structure is effective in that orders go straight down the ladder, but it is fragile in that if 
security authorities put the head out of commission, the whole organization may fall apart. Also, 
if one of the lower levels is removed, the organization quickly loses coherence.  

Star 
The star structure is a decentralized version of the chain structure. There are few or no 
intermediate nodes, so that orders go directly from head to doers. The doers must coordinate their 
activities and do most of the work that is normally in the hands of intermediaries. This type of 
network is very effective in that many small groups of doers can be given direction at the same 
time, but like the chain structure, the star is vulnerable to police operations.  

Franchised network  
Here there are several nodes connected with each other as well as with a central coordinating 
node. ÒThe strength of this form of organization is that all cells are independent of one another 
and the discovery of one cannot lead to the discovery of another.Ó27 If the central coordinating 
nodeÑ usually an ideological beaconÑ falls, the Ômiddle managersÕ can take over and continue 
with operations.  
 
Many terrorist groups are now organized on this model. It has both the flexibility of a 
decentralized network and the effectiveness of a hierarchical organization where the decision-
maker is well informed and able to circulate information rapidly. Nevertheless, this type of 
structure is increasingly giving way to the fourth type, the full-matrix network.  

Full-matrix network: a direct consequence of the RTA  
The last type of network is the full matrix or all-channel network, in which each node is 
connected individually with every other node, creating a web of interconnectivity. The main 
advantage of this form of organization is that it creates a leaderless decision-making 
environment.  
 
This leaderless structure has numerous advantages. The first concerns the concept of a Ôstupid 
networkÕ, based on David Isenberg’s work on telephone networks

28
. Isenberg says that under 

conditions of uncertaintyÑ the operations of a terrorist network would be an exampleÑ a network 
should not be optimized for any specific action. Instead, the network should be as simple as 

                                                 
27 Brad McAllister, ÒAl Qaeda and the Innovative Firm: Demythologizing the NetworkÓ, Studies in Conflict and 
Terrorism, Vol. 27, no. 4, July 2004, p. 302. 
28 See David Isenberg, Rise of the Stupid Network, at: http://www.rageboy.com/stupidnet.html (page viewed Oct 20, 

2004) 
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possible, so as to be effective in the largest possible number of situations. By avoiding 

overspecialization of the organizations’ components, a network becomes more flexible.  

 

Thus the various components of the network must be skilful enough to abandon their original 

functions and responsibilities, and to mould themselves to the diverse situations that may arise. 

Adoption of a full-matrix structure allows the organization to carry out a wide variety of tasks, 

from terrorist attacks to drug-dealing for funding purposes.  
 
Another advantage is that with this type of structure, the anthill gets the job done without the 
queen becoming involved. The full-matrix structure tends to be self-organizing in a quasi- 
biological way, so that the work of the leaders is directed toward giving the group overall 
direction rather than toward managing day-to-day activities.  
 
This means the upper echelons have less presence in routine management of the groupÕs 
activities, and it also gives them a certain distance from the groupÕs actions. They are never really 
responsible for these actions. They do not make direct decisions; rather they suggest that certain 
actions would be more useful than others. This type of leadership greatly complicates the work of 
security authorities, who must decode the leadersÕ suggestions. 
 
It is clear that this type of structure is increasingly popular among terrorist groups. It is effective 
and it also greatly reduces vulnerability. ÒHaving no ÔhubÕ to answer to, authority in an all-
channel network is entirely decentralized, minimalizing the impact of the destruction of 
individual cells on the organization as a whole.Ó29 Since each cell avoids being overspecialized 
and remains flexible, it can continue its work independently even if other cells are dismantled.  
 
The only major disadvantage of this structure is that it blocks innovation. Since the ÔbrainsÕ have 
less influence on the structure and play less of a role in the organization, it is harder for them to 
bring new ideas to the members. Thus one might anticipate that terrorist groups who use this 
organizational form will have difficulties carrying out new kinds of attacks.  
 
This type of organization is the direct result of using information technologies. Without 
communication systems like the Internet and cellular networks, it would be almost impossible to 
manage an organization with a full-matrix structure.  
 

 

                                                 
29 Brad McAllister, loc. cit., p. 302. 
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Structural changes: the example of al-Qaida 
Interestingly, the full-matrix structure is a relatively recent phenomenon in terrorist organizations. 
Terrorist leaders have been forced by a strategic challenge to change their organizational 
structures. The clearest example of this is the al-Qaida network. Before the U.S. operation in 
Afghanistan, al-Qaida had a franchised structure. This is what made it so effective and enabled it 
to carry out the well coordinated operation on September 11. 
 
However once the United States had shaken up the organization in its Afghan sanctuary, the 
situation changed drastically. ÒWhile al-Qaida clearly continues to benefit from certain strengths, 
it must now operate in a less permissive environment.Ó30 To pursue its activities, al-Qaida had to 
adapt to the new situation and adopt a new way of operating.  

[translation] Today, al-Qaida is in a period of transition. [É] Despite the dismantling 
of its operational and training infrastructure in Afghanistan, it is adapting by looking 
for other locations. It thus remains a serious, immediate and direct threat to its 
enemies. The worldwide material and human infrastructure of al-Qaida has suffered, 
but its worldwide network, with its many layers, is able to plan, prepare and execute 
operations, either directly or through associated groups.31 

This is another way of saying that the organizationÕs franchised structure has been replaced by a 
full -matrix structure.  
 
To deal with a more difficult security environment, the organization had to adopt a structure 
allowing it to safeguard what it has and also move easily through police nets. A full-matrix 
structure meets this need perfectly. Since it has no special hierarchy, that is, no node which leads 
the others, al-Qaida has been able to continue with most of its activities. 
 
The structure has also facilitated the incorporation of a wide variety of other organizations which 
were gravitating around al-Qaida without really being a part of it. The leaderless structure 
distributes decision-making authority to all nodes, thus making recruitment more efficient and 
widespread.32 As a result, al-Qaida is now much more complex and is commonly referred to as 
the al-Qaida nebula.  
 
However al-QaidaÕs use of the full-matrix structure since September 2001 has also meant that it 
can no longer innovate. As already mentioned, this structure tends to distance the leaders, who 
are the bearers of new ideas, from the doers. This is in all likelihood what is happening in the 

                                                 
30 Brian M. Jenkins, Countering al Qaeda: An Appreciation of the Situation and Suggestions for Strategy, RAND 
National Defense Institute, Santa Monica, 2002, p. 10. 
31 Rohan Gunaratna, ÒLe nouveau visage dÕAl Qaida : La menace du terrorisme islamiste apr•s le 11 septembreÓ, in 
GŽrard Chaliand and Arnaud Blin (eds.), Histoire du terrorisme : de lÕAntiquitŽ ˆ Al Qaida, Bayard, Paris, 2004, p. 
465. 
32 A recent study by the International Institute for Strategic Studies shows that al-Qaida has active cells in some 60 
countries. See Richard Norton-Taylor, Thinktank: invasion aided al-Qaida, 
http://www.guardian.co.uk/Iraq/Story/0,2763,1331362,00.html (page viewed Oct 20, 2004) 
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group at present. It is more effective and active, but at least for now, it is engaging in only two 
kinds of action: bombings and kidnappings.  
 
 

4. A new way of using asymmetric methods  

Aside from operational and organizational changes, the RTA has brought a major change in the 
way terrorist groups utilize asymmetry.  
 
Asymmetry is a technique used by someone incapable of dealing with an adversary by 
conventional means because the adversary is too strong. Traditionally, there are two forms of 
asymmetry: positive and negative.33 Negative asymmetry involves exploiting the opponentÕs 
weaknesses, in other words, it involves striking the Ôweak underbellyÕ of the enemy rather than 
working furiously away at better protected spots. 
 
Positive asymmetry is based on the opposite reasoning: rather than exploit the adversaryÕs 
weaknesses, exploit his strengths. ItÕs a little like Aikido: judiciously redirect the adversaryÕs 
strengths against him.34 
 
What is new in contemporary terrorism is that it is creating a new form of asymmetry: positive-
negative asymmetry. It is positive in that it adroitly uses the enemyÕs strengths, such as 
information technologies. At the same time it is negative in that it directs these technologies 
against the weak points in our societies. Thus the position of the stronger adversary is weakened 
in two ways: both its strengths and its weaknesses are used against it.  
 
 

Conclusion 

A major transformation in terrorist affairs is currently under way, as evidenced by the way 
terrorists have used information technologies and by the organizational changes arising from the 
use of these technologies.  
 
Terrorists are using information technologies to amplify the fear that results from their attacks. 
They are successfully using the communicative potential of the new technologies to publicize 
their actions and their demands. They no longer rely on the media to do so.  
 
However the RTA is most clearly seen in cyberplanning and in the structural reorganization of 
terrorist groups. The new technologies do not just make terrorist groups more effective during 

                                                 
33 For a very complete definition of asymmetry, see: Jacques Baud, La guerre asymŽtrique ou la dŽfaite du 
vainqueur, Du Rocher, Paris, 2003. 
34 This analogy is used by Thomas Homer-Dixon in an article he published after the events of September 11, entitled 
ÒThe Rise of Complex TerrorismÓ, Foreign Policy, Jan-Feb 2002, p. 52-62. 
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their operations; they also make it possible to structure a group in such a way that it can better 
respond to a more hostile security environment.  
 
Military history tends to show that RMAs become dated once several other states acquire means 
of action which are either similar or else able to counteract the advances made by the first state. 
In this regard, however, the 21st century is very different. The RTA is a response to the changes 
made by the security authorities through the RMA. The RTA makes it possible to exploit societal 
weaknesses and, most importantly, to limit the positive effects of the RMA through use by the 
terrorists of the very technologies that underlie the RMA. A clear example is the use of 
cryptography and steganography by terrorist groups: the authorities may use advanced 
technology to detect terrorist activities, but this same technology allows terrorist organizations to 
better conceal their operations.  
 
The RTA is a sort of counter-revolution in military affairs. But contrary to previous history, the 
counter-revolution is not in the hands of a classical socio-political entity. For the first time, it is in 
the hands of organizations which serve not a centralized political authority but rather the interests 
of small groups of individuals.  
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